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nat is “human-centric™”?
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The blurred lines between personal data and non-

personal data

Line between the protection and the utilization / risk of re-

identification

Research Overview

status quo

A lack of improved social conditions regarding big

data utilization and Al developments

Confusion by the business, lack of consumer education, concerns of

safety

Amendments to Act on the Protection of Personal Information

(entered into force in May 2017)

Clarification of personal information / anonymous processing information / international
cooperation and data transfer restriction / de-identified information for the administrative organs

International developments

EU General Data Protection Regulation (2016) / U.S. California Consumer Privacy Protection Act (2018)

Necessity of legal policy for promoting innovation

Importance of research collaboration with the
oversea experts

< Comparative legal policies >
*legal regulation and policies
consistent with the societal and
ethical norms towards promoting
new technologies
*consumer rights in the US and the
EU (right not to subject to profiling,
data portability right)
*seeking "positive-sum” instead of
“zero-sum” rules

< Collections of best practices >
*best practices and bad practices of
anonymization such as car’s
geolocation data

*re-identification techniques

*case comparisons (TomTom case in
the Netherlands)

Realization of both data utilization and privacy protection

<International collaboration >
*International symposium: Al
policies and privacy protection
*collaboration with the US and the
European universities (big data
utilization and profiling)
*publications of the Japanese legal
policies in English




Developments in Europe

< EU General Data Protection Regulation (GDPR) entered into effect on 25 May 2018 >
* Direct application as Regulation (eg. BverwG, GDPR requirements instead of the BDSG in video surveillance
19.3.27)

* Extraterritorial application (EDPB Guidelines, 446 cross-border investigations after one year of GDPR’s entering
into effect)

* Consent (eg. Austria’s Supreme Court judgement on coupling ban 18.8.31/ CJEU, C-673/17, Planet 49/CJEU, C-40/17,
Fashion ID)

* Right to be provided information (eg. 50 million fine against Google LLC by CNIL)
* Right to erasure (Right to be Forgotten) (eg. CJEU, C-507/17, CIEU, C-136/17)
- Data Breach Notification (eg. Netherlands, 20,881 notifications/ Netherlands, Uber €600,000 fine )

* Data Transfer Rules (eg. Berlin Commissioner’s investigation against the Chinese mobike/ CJEU, C-311/18Standard
Contractual Clauses)

* Fine (eg. total 55,955,871 euro fine within 11 EEA states as of February 2019)

< Ethics guidelines for trustworthy Al (April 2019) >
* Ethical principles: (1) respect for human autonomy, (2) prevention of harm, (3) fairness, and (4)
explicability.
* Key requirements: (1) Human agency and oversight, (2) Technical robustness and safety, (3) Privacy

and data governance, (4) Transparency, (5) Diversity, non-discrimination and fairness, (6) Societal and
environmental wellbeing, (7) Accountability

< Council of Europe, Convention 108+ (May 2018) >
* modernisation document adopted (”human dignity” in the preamble)

- Guidelines on Artificial Intelligence and Data Protection (January 2019)
lawfulness, fairness, purpose specification, proportionality of data processing, privacy-by-design and by default,
responsibility and demonstration of compliance (accountability), transparency, data security and risk management




Developments in the U.S.

< Executive Order (February 2019) >

(1)Investment in Al Research and Development, (2) Unleashing Al Resources, (3) Setting Al Governance
Standards, (4) Building the Al Workforce, (5)International Engagement and Protecting our Al Advantage

< California Consumer Privacy Act (June 2018) >
* businesses that collect consumer data (subject to annual gross revenue over $25 million,
annually buying or sharing etc 50,000 or more personal information)
- personal information: is capable of being associated with, or could be reasonably linked,
directly or indirectly, with a particular consumer or household
* transparency for consumers (disclosure of information free of charge within 45 days)
* the California Attorney General's Office to pay penalties of up to $7,500 per intentional

violation
* Hearing in Senate in September 2018=introducing the federal law with preemption over the California state law

< Disciplines on Facial Recognition >

* Ordinance of San Francisco (FILE no. 190110, May 2019) (Oakland, California & Somerville

Massachusetts debating the similar ordinances, hearing in the House of Representatives in May and June
2019)

* Six Principles on Facial Recognition by Microsoft (December 2018) : (1) fairness, (2)
transparency, (3) accountability, (4) non-discrimination, (5) notice and consent, (6) lawful surveillance

<Transparency and Accountability of Algorithm >
- H.R.2231 - Algorithmic Accountability Act of 2019 (April 2019)—(1) a detailed

description of the automated decision system, (2) an assessment of the relative benefits and costs, (3) an
assessment of the risks, (4) investigation by FTC




Developments in Asia

APEC Privacy Framework (2005)

= Cross-border privacy rules (CBPRs) (USA, Mexico, Japan, Canada, Singapore, Republic of
Korea, Australia, and Chinese Taipei are participating)

Accountability Agent (a government-backed data privacy certification)

Korea Personal Information China Cyber Security Act
Protection Act + critical information infrastructure
- establishment of Personal Information operators to store personal data within
Protection Commission, civil remedies China (data localization)

< Legislative developments in Asia >
* Thailand, Personal Data Protection Act (2019)
» Chinese Taipei, Personal Information Protection Act (2010)
- Singapore, Personal Data Protection Act (2012)
* Philippine, Data Protection Act (2012)
* Hong Kong Personal Data Protection Ordinance (1996)
- Malaysia, Personal Data Protection Act (2010)
- India, Personal Data Protection Bill (publicized in 2018)




Developments and Prospects in Japan

International Conference of Data

Japan-EU mutual data transfer Protection and Privacy Commissioners’,
frameworks (January 2019) Declaration on Artificial Intelligence
(October 2018)

G20
DFFT - Data
Free Flow with
Trust
= necessity of
creating trust
for the digital
economy

<Act >
Act on the Protection of Personal Information (Act for the
administrative organs (2003, 2015 amendments)
Basic act on the Public-private data utilization promotion (2016)
Act on the Next Generation Medical Infrastructure (2017)
Digital Procedure Act (2019)

< Recent Policy Documents >
IT Strategic Headquarters, Outline on the New IT Policy in the Digital Era
(June 2019)

IT Strategic Headquarters, Declaration to be the World's Most Advanced
Digital Nation / Basic Plan of Promoting Public-Private Data Utilization
(June 2019)

Cabinet Office, Social Principles of Human-centric Al (March 2019)
Ministry of Internal Affairs and Communications, Al R&D Guidelines for
International Discussions (September 2017)
Ministry of Economy, Trade and Industry, Guidelines on Contracts
regarding Al and Date Utilization (June 2018)
Ministry of Land, Infrastructure, Transport and Tourism, Guidelines of
Technology Security of Self-Driving Cars (September 2018)
Ministry of Education, Culture, Sports, Science and Technology, Human

4 OECD A

Recommendation
on Artificial
Intelligence (May
2019)
Dinclusive growth,
sustainable
development and

> well-being
@human-
centered values
and fairness
(@transparency
and explainability
®robustness,
security and safety

\ (®accountability /

APEC Cross-Border Privacy Rules
System (April 2014~)

Council of Europe, Guidelines on
Artificial Intelligence and Data
Protection (January 2019)
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